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CHANNEL BOUNDING / LINK
AGGREGATION / LACP (802.3ad)

« Configuracion en el router Mikrotik CCR1016
enlazandolo con el Switch, protocolo LACP

# Quick Set

| CAPSMAN Interface  Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRF LTE

+|[=| [¢|[se] [@] [F] [ Montor Staves

4 Wireless

% Brig Name Type MTU  ActualMTU [L2MTU |Tx

% DNCge R i bondingl-switc.. Bonding 1500 1500 1580 2515 Mbp

=& PPP

— Interface <bonding1-switch52>

o Mesh .

5 P : General Bonding | Stalus Traffic 0K
MPLS ' CIEWECS sfp12-bond-switch52 ¥ 5 Cancel

J* Routing ' sfp11-bond-switch52 ¥ 2 Apply
System fp10-bond-switch52 %] < :

& Queues Disable
E sfp9-bond-switch52 =

B Files Comment
I 802 3ad ¥ =

&7 RADIUS Primary: | none ¥ i

#. Tools ' Link Monitoring: | mii ¥ il

LU Transmit Hash Policy: |layer 3 and 4 ¥ Torch

£i MDAy T




CHANNEL BOUNDING / LINK
AGGREGATION / LACP (802.3ad)

« Configuracion en el switch DLINK DGS-1210
enlace LACP con el router

/,’:dmm - 192.168,100.1

Wizard ® Help + “* Surveilance Mode : 2 Logout
® DGS-1210-48
&8 System w
4 8 VLAN
= ¥ L2 Functons Link Aggregation ® Enabled O Disabled | Apply

B Jumbo Frame
2 Port Mirroring
2 Loopback Detection

@ MAC Address Table Link Aggregation Settings
@ @ Spanning Tree Group [01
- ﬁ ale A v

Por

1 Irunk»ml

i sNTP =
& @LLoe

& 8 L3 Funcbons

. ‘ QoS

- 4.

& B ACL 49 50 51 52
+ 8 SNMP




CABLEADO DE VLANS
EN EL SWITCH

VLAN Untagged Tagged
Name

Buhding Hobeorks o Poopls - default 26-28 ,34 ,39-46 ,48-52
= Save proxmox 23-25 28 ,49-52
® DGS.1210-48 profes 29-33 26-28 ,34 ,39-46 ,48-52
& {0 System
5 { VLAN depar 02-22 49-52
- =1302 1Q VLAN aulal07 47 49-52
- 802.1Q VLAN PVID aula108 41 ,49-52
[ Voice VLAN 0 aulal10 26 ,49-52
- ®-@ Auto Surveillance VLAN aulal12 40 49-52
- L2 Functions aula206 34 ,49-52
E-JL3 Functions D aula207 42 49-52
- QoS
& Security aula208 43 ,49-52
- AAA aula209 44 49-52
- fjil ACL A aula210 45 ,49-52
- SNMP aula211 46 ,49-52
- Monitoring aula212 48-52

aula214 39 ,49-52




CABLEADO DE VLANS
EN EL SWITCH

VID 5

VLAN Name | ProxXmox | Back | | Apply |

Port Select Al EEEEEEIIEI---IE-IE-MIEI

Untagged | Al |
Tagged | Al |
NotMember | Al | @ @ ® ® ® ©® ® ® ®@ ® ® ® ® ® ® ®@ ® ® ® ® ® ©® O 0 0 @®
SelectAll 27 [28 [29 [30 [31 [32 [33 [34 [35 [36 [37 [38 [39 [40 [41 [42 [43 [44 [45 [46 [47 [48 [49 [50 [51 [52 |
Untagged || A1l OO0 O OO0 OO OO IO I0OIO IO 0O 0 00000000

B e (O (o0 o 0 00 0 0600 0 0 0 0 0 06/ /0 e O 0|00,
Al | @ 0 @ @ @ @ e e e e e e e e e e e®e®e®®e®® 0000

Not Member




CONFIGURACION WAN

informatica.ieszaidinvergeles.org
XXXXXXXXXX.ieszaidinvergeles.es

IP Publica
80.28.211.131

IPs Internas
192.168.1.254
192.168.2.254
192.168.1XX.254
192.168.2XX.254

(e U e N P \E—

Puerto 1 - WAN
PPPoE client — VLAN ID 6




INTERFACES DEL
ROUTER MIKROTIK

DETALLE

/interface ethernet

set [ find default-name=etherl ] name=etherl-wan rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether2 ] name=ether2-direccion rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether3 ] name=ether3 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether4 ] name=ether4 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether5 | name=ether5 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether6 | name=ether6 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether7 ] name=ether7 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether8 ] name=ether8 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether9 ] name=ether9-bond-switch52 rx-flow-control=on \
tx-flow-control=on

set [ find default-name=ether10 ] name=ether10-bond-switch52 rx-flow-control=\
on tx-flow-control=on

set [ find default-name=etherl1 | name=etherll-bond-switch52 rx-flow-control=\
on tx-flow-control=on

set [ find default-name=ether12 ] name=ether12-bond-switch52 rx-flow-control=\
on tx-flow-control=on




CONFIGURACION WAN
ROUTER FIBRA - ONT

Iteface <vlanOMNT:

MAC Address: | E4:8D:8C:10:AZ2:F8

General |5tatu5 Traffic
Name: | || Cancel
Type: |[VLAN || Apply
MTU: (1500 | —

L2 MTU: |1576 |
|
|

g

ARP: |enabled |+
Remove
VLAN ID: |6 | E—
Interface: |e‘ther'|-wan ||3|

ﬁ lUse Service Tag

enabled unning




CONFIGURACION WAN
ROUTER FIBRA - ONT

= E3
Inteface | Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VRRP  Bonding LTE
*- =
EolP Tunnel /| Type [L2MTU [T |Rx | T« Packet (p/s) * |Rx Packet p/s) | -
PPTP Server Binding 0 bps 1520 bps. 1] [ |-
IP Tunnel Bridge 1576 Dbps Dbps i 0 |
GRE Tunnel Ethemet 1580 13.6 Mbps 40 Mbps 1435 1363
T VLAN 1576 13.6 Mbps 4.0 Mbps 1439 1 361
Ethemet 1580 872 bps 872 bps 1 1
VRRP Ethemet 1580 Obps Obps 0 0
Bondin Ethemet 1580 2.5 kbps 552 bps 2 2
g Ethemet 1580 1824 bps Obps 3 0
Bridge WLAMN 1576 Obps Obps 1] 1]
S VLAN 1576 1728 bps 0bps 3 0
VLAN 1576 0bps 0bps 0 0
VPLS Ethemet 1580 1113.7 kbps 107.6 kbps 118 122
TR [ VLAN 1576 1108.2 kbps 103.6 kbps 115 122
VLAN 1576 1728 bps 0bps 3 0
PPP Server VLAN 1576 Obps Obps 0 0
PPP Client Ethemet 1580 6.3 kbps 34.7 kbps 4 20
o VLAN 1576 4.4 kbps 34.1 kbps 1 20
PPTP Server Binding VLAN 1576 1728 bps 0bps 3 0
PPTP Client VLAN 1576 Obps Obps 0 0
o Ethemet 1580 39.8 kbps 26.0kbps 28 27
S5TP Server Binding VLAN 1576 7.2 kbps 25,1 kbps 25 27
SSTP Client VLAN 1576 1728 bps Obps 3 0
L VLAN 1576 Obps Obps 0 0
(AT e (wimg Ethemet 1580 2 7kbps Obps 5 0
L2TP Client VLAN 1576 Obps Obps 0 0
. VLAN 1576 2.1 kbps Obps 4 0
B e VLAN 1576 424 bps Obps 1 0
OVPN Client Ethemet 1580 3.0 kbps 1400 bps 4 2
L VLAN 1576 1240 bps 1336 bps 1 2
PPPoE Server Binding VLAN 1576 1728 bps Obps 3 0
| PPPGE Client VLAN 1576 Obps Obps 0 0
- Ethemet 1580 74 kbps 4 6kbps [ 7
VirtualAP VLAN 1576 46 kbps 4 4kbps 1 7
WDs VLAN 1576 2.1 kbps Obps 4 0
Nstreme Dual VLAN 1576 424 bps Obps 1 0
Ethemet 1580 2.8 Mbps 13.4 Mbps 1215 1290
Interfaces VLAN 1576 2.8 Mbps 13.4 Mbps 1211 1292 ]
41 tems (1 selected)




CONFIGURACION WAN
ROUTER FIBRA - ONT

Interface <pppoe-movistar:

|
E
£
:

|
i

AC Name -
User: :adﬂnm@lddmna | ’ Disable
Password: |~ <- adslppp a Comment
Prfe; [defact
Keepalive Timeout: |60 | -~
Dial On Demand Tarch
¥ Uso Poor DNS PPPoE Scan

[w| Add Default Foute
Default Route Distance: .l}

Allow
v/ pap vl chap
|v| mschap1 v mschap2

enabled funning Status: connected




CONFIGURACION WAN
ROUTER FIBRA - ONT

DETALLE DE CONFIGURACION PPPoE CON MOVISTAR

/interface vlan
add interface=etherl-wan I12mtu=1576 name=vlanONT vlan-id=6

/interface pppoe-client
add add-default-route=yes disabled=no interface=vlanONT name=pppoe-movistar \
password=adslppp use-peer-dns=yes user=adslppp@telefonicanetpa




CONFIGURACION AULAS
SWITCHES GESTIONABLES TL-SG2424

TP-LINK®

TL-8G2424
24-Port Gigabit Smarl Switch

(-: (i) 192168.10, XXX @ || Q Buscar yxdill:= 4+ #

E] Mas visitados '@' Comenzar a usar Firefox

TP-LINK"

User Mame: |admin |

Passwaord: |.iiii.iiii.iii..|

[ Login l [ Clear l

Copyright @ 2014 TP-LINK Technologies Co., Ltd.
All rights resemnved




CONFIGURACION AULAS
SWITCHES GESTIONABLES TL-SG2424

TP-LINK°

TL-8G2424
24-Port Gigabit Smarl Switch

« Ejemplo de configuracion del Aula XXX

VLANID Nombre VLAN

vlanAlumnosXXX 192.168.1.X

2-23 XXX vlanAlumnosXXX 192.168.XXX.YYY

24 10 AdminSwitch 192.168.10.1 (admin)
11 vlanAlumnosXXX 192.168.1.X
XXX vlanAlumnosXXX 192.168.XXX.YYY




CONFIGURACION AULAS
SWITCHES GESTIONABLES TL-SG2424

WVLAM Config

VLAM Create

| | (2-4094)

VLAM 1D
Mame: | | (16 characters maximumy)
V0LAM Table
vianio [
Select  VLANID MName Untagged Pors Tagged Ports Operation
1 Default VLAM 1-23 24 Delete
= 11 profesaores 1 24 Delete
= 208 alumnos208 2-23 24 Delete
VLAM Membership
VLAN ID VLAN Mame [Default VLAM |
Part 1 2 3 4 5 i T g 9 10 1 12 13 14
Untagged (=] @ @ @ @ @ @ @ @ @ i@ @ @
Tagged ] F F F F F F F F F
MotMember @ = 2] = = = = 2] = = = = L% =
LAG — — — — — — — — — — — — — —
Paort 15 16 17 18 19 20 21 22 23 24
Untagged | @ @ @ @ @ @ @ @ @ :
Tagged F ¥ F ] & @
MotMember

LAG




CONFIGURACION AULAS
SWITCHES GESTIONABLES TL-SG2424

WLAN Config
Select WLAN ID Mame Untagged Parts Tagged Ports Operation
1 Default WLAN 1-24 Delete
"] 11 profesores 1 24 Delete
208 alumnos208 2-23 24 Delete
WLAN Membership
WLAN ID 11 VLAN Narme profesores |
FPort 1 2 3 4 5 & 7 8 5 10 11 12 13 14
Untagged ]
Tagged
NotMember . " . . . " . . 5 " . . 5

PVID |11 ¥ | 208 ¥ | 208 v | 208 ¥ 208 ¥ | 208 ¥ ||208 v | 208 v | 208 v | 208 v | 208 v | 208 ¥ | 208 v | 208 ¥

LAG
FPort 15 16 17 15 19 20 21 22 23 24
Untagged
Tagged ]
NotMember @ . " . . . " . .

PVID | 208 ¥ | 208 ¥ | 208 v | 208 ¥ 208 v| 208 ¥ ||208 v | 208 Y 208°Y |1 ¥




CONFIGURACION AULAS
SWITCHES GESTIONABLES TL-SG2424

WLAM Config
Select WLAN ID MName Untagged Ports Tagged Ports Cperation
1 Default VLAN 1-24 Delete
11 profesores 1 24 Delete
= 208 alumnos208 2-23 24 Delete
WLAN Membership
WVLAN 1D 208 WLAN Narne [alumnos208 |
Port 1 2 3 4 5 [ T 8 ] 10 11 12 13 14
Untagged . " . " . " . " a " a " a
Tagged
MotMember @
PVID |11 ¥ | 208 ¥ | 208 ¥ | 208 ¥ | 208 ¥ | 208 ¥ |/ 208 ¥ | 208 ¥ | 208 ¥ | 208 ¥ || 208 ¥ | 208 ¥ | 208 ¥ | 208 ¥
LAG -—- -—- --- -—- --- -—- --- -—- --- -—- - -—- -- -—-
Port 15 16 17 18 159 20 21 22 23 24
Untagged » a 5 a 5 a 5 a 5
Tagged [
MotMember

PVID | 208 ¥ | 208 ¥ | 208 ¥ | 208 ¥ | 208 ¥ | 208 v | 208 v | 208 ¥ 208 ¥ |1 ¥




CONFIGURACION
VLANS

# Quick Set

Interface List

CAPsMAN Inteface Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN | VRRP Bonding LTE
W |nterfaces
mieraces |4 ][=] [ ][] [¥
ireless
\Name / | Type MTU  |ActalMTU |L2MTU |VLANID |Interface
R ¥ vlanAlumnado107 WLAN 1500 1500 1576 107 bondingT-swit...
E R ¥ vianAlumnado108 WLAN 1500 1500 1576 108 bondingT-swit...
: R ﬂ vlanAlumnado110 WLAN 1500 1500 1576 110 bondingT-swit...
=5 |p N R ﬂ vlanAlumnado112 WLAN 1500 1500 1576 112 bondingT-swit...
-+ R ﬂ vlanAlumnado206 WLAN 1500 1500 1576 206 bonding1-swit...
MPLS I~ IR ¥ vianAlumnado207 VLAN 1500 1500 1576 207 bonding1-swit..
I Routing - ||IR & vianAlumnado208 WVLAN 1500 1500 1576 208 bonding1-swit..
Svste N R ¥ vlanAlumnado209 WLAN 1500 1500 1576 209 bonding1-swit...
ystem R b vianAlumnado210 VLAN 1500 1500 1576 210 bonding1-swit..
! Queues R B vianAlumnada?11 WLAN 1500 1500 1576 211 bonding1-swit...
i Files R &Y vianAlumnado212 VLAN 1500 1500 1576 212 bonding1-swit...
L R ¥ vianAlumnado214 VLAN 1500 1500 1576 214 bonding1-swit...
g R # vianDepartamento12 VLAN 1500 1500 1576 12 bonding1-swit...
a7 RADIUS R @Y vianONT VLAN 1500 1500 1576 6 sfpl-wan
#. Tools R &Y vianProfes11 WVLAN 1500 1500 1576 11 bonding1-swit...
BE New Terminal R ¥ vlanProxmox5 VLAN 1500 1500 1576 5 bondingT-swit...
ew teminal g @ vianSwitches VLAN 1500 1500 1576 1 bonding1-swit..
# DotlX
HE ILCD
'.-." Partition
b1 Make Supoutrif
@ Mew WinBox
B exit




CONFIGURACION
VLANS

e admin@192.168.1.254 (RouterOS)

Session Settings Dashboard

K| Safe Mode Session:| 192.168.1.254

# Cuick Set
4 CAPsMAN Interface  Interface List Ethermet EolP Tunnel IP Tunnel GRE Tunnel VLAN |VRRP Bonding LTE
MM Interfaces
4 Wireless
W2 g Interface <vlanAlumnado107> U |[L2MTU [VLANID |Inte
% BM09e 1500 1576 107 bon
+_ pPP General | Loop Protect  Status  Traffic 0K 1500 1576 108 bon
: : Mesh Mame: |vlanAlumnadol107 Cancel 1500 1576 110 bon
5l |p N 1500 1576 112 bon
Type: |VLAN Apply 1500 1576 206 bon
MPLS b MTU: [1500 1500 1576 207 bon
I Routing K ' Disable 1500 1576 208 bon
Actual MTU: | 1500 1500 1576 209 bon
System [ Comment 1500 1576 210 bon
& Queues L2 MTU: 1576 - 500 1576 2111bon
: opy
B Files MAC Address: | 18:FD:74E24B:33 1500, 15/6] 212 |bon
1500 1576 214 bon
Log — Remaove
ARP: | enabled * 1500 1576 12 bon
L -
& RADIUS _ Torch 1500 1576 6 sfp
4 Tools | || ARP Timeout v 1500 1576 11 bon
B New Terminal 1500 1576 5 bon
ew Termina VLANID: [ 107 1500 1576 1 bon
# DotlX : : -
Interface: | bondingl1-switch52 *
B ICD
P& baniion Use Service Tag
-
1 Make Supoutrif




CONFIGURACION VLANS

PUERTO DESCRIPCION DIRECCION INTERFACE

1

bonding 9,10,11,12

bonding

9,10,11,12

bonding

9,10,11,12

bonding

9,10,11,12

bonding

9,10,11,12

bonding

9,10,11,12

WAN — Salida a Internet

Red del Departamento

Red TIC - Andared

Red de Profesores —
Equipos Aulas

Aula 107

Aula 108

Aula 110

Aula 206

Aula 207

80.58.67.86

192.168.2.0/24

192.168.0.0/22

192.168.1.0/24

192.168.107.0/24
192.168.1.0/24

192.168.0.0/24

192.168.108.0/24
192.168.1.0/24

192.168.0.0/24

192.168.110.0/24
192.168.1.0/24

192.168.0.0/24

192.168.206.0/24
192.168.1.0/24

192.168.0.0/24

192.168.207.0/24
192.168.1.0/24

192.168.0.0/24

80.28.211.131

192.168.2.254

192.168.3.51

192.168.1.254

192.168.107.X
192.168.1.X

192.168.0.107

192.168.108.X
192.168.1.X

192.168.0.108

192.168.110.X
192.168.1.X

192.168.0.110

192.168.206.X
192.168.1.X

192.168.0.108

192.168.207.X
192.168.1.X

192.168.0.207

pppoe-movistar

vlanDepertamento12

ether3-andared

vlanAlumnos11

vlanAlumnos107

vlanAlumnos107
vlanSwitches

vlanAlumnos108

vlanAlumnos11
vlanSwitches

vlanAlumnos108

vlanAlumnos11
vlanSwitches

vlanAlumnos206

vlanAlumnos11
vlanSwitches

vlanAlumnos207

vlanAlumnos11

vlanSwitches




CONFIGURACION VLANS

PUERTO DESCRIPCION DIRECCION INTERFACE

bonding
9,10,11,12

bonding
9,10,11,12

bonding
9,10,11,12

bonding
9,10,11,12

bonding
9,10,11,12

bonding
9,10,11,12

Aula 208

Aula 209

Aula 210

Aula 211

Aula 212

Aula 214

192.168.208.0/24

192.168.1.0/24

192.168.0.0/24

192.168.209.0/24

192.168.1.0/24

192.168.0.0/24

192.168.210.0/24

192.168.1.0/24

192.168.0.0/24

192.168.211.0/24

192.168.1.0/24

192.168.0.0/24

192.168.212.0/24

192.168.1.0/24

192.168.0.0/24

192.168.214.0/24

192.168.1.0/24

192.168.0.0/24

192.168.208.X

192.168.1.X

192.168.0.208

192.168.209.X

192.168.1.X

192.168.0.209

192.168.210.X

192.168.1.X

192.168.0.210

192.168.211.X

192.168.1.X

192.168.0.211

192.168.212.X

192.168.1.X

192.168.0.212

192.168.214.X

192.168.1.X

192.168.0.212

vlanAlumnos208

vlanAlumnos11

vlanSwitches

vlanAlumnos209

vlanAlumnos11

vlanSwitches

vlanAlumnos210

vlanAlumnos11

vlanSwitches

vlanAlumnos211

vlanAlumnos11

vlanSwitches

vlanAlumnos212

vlanAlumnos11

vlanSwitches

vlanAlumnos214

vlanAlumnos11

vlanSwitches




CONFIGURACION
VLANS

DETALLE DE CONFIGURACION

/interface vilan

add interface=bondingl-switch52 I2Zmtu=1576 name=vlanAlumnos107 vlan-id=107
add interface=bonding1-switch52 [2Zmtu=1576 name=vlianAlumnos108 vlan-id=108
add interface=bondingl-switch52 [2Zmtu=1576 name=vlianAlumnos110 vlan-id=110
add interface=bondingl-switch52 [2Zmtu=1576 name=vlanAlumnos206 vlan-id=206
add interface=bondingl-switch52 [2Zmtu=1576 name=vlanAlumnos207 vlan-id=207
add interface=bonding1-switch52 [2Zmtu=1576 name=vlianAlumnos208 vlan-id=208
add interface=bondingl-switch52 I2Zmtu=1576 name=vlanAlumnos209 vlan-id=209
add interface=bonding1-switch52 [2Zmtu=1576 name=vlanAlumnos210 vlan-id=210
add interface=bondingl-switch52 I2Zmtu=1576 name=vlanAlumnos211 vlan-id=211
add interface=bondingl-switch52 I2Zmtu=1576 name=vlanAlumnos212 vlan-id=214
add interface=bondingl1-switch52 [2Zmtu=1576 name=vlanAlumnos214 vlan-id=214

add interface=bondingl-switch52 name=vlanDepartamento12 vlan-id=12
add interface=bonding1-switch52 name=vlanProfes11 vlan-id=11

add interface=bonding1-switch52 name=vlanProxmox5 vlan-id=5

add interface=bondingl-switch52 name=vlanSwitches vlan-id=1




CONFIGURACION DHCP

DESCRIPCION RANGO IPS GATEWAY INTERFACE

192.168.1.0/24

192.168.2.0/24

192.168.100.0/24
192.168.107.0/24
192.168.108.0/24
192.168.110.0/24
192.168.206.0/24
192.168.207.0/24
192.168.208.0/24
192.168.209.0/24
192.168.210.0/24
192.168.211.0/24
192.168.212.0/24
192.168.214.0/24

Red de Profesores
Red del Departamento
Red Equipo Directivo
Aula 107

Aula 108

Aula 110

Aula 206

Aula 207

Aula 208

Aula 209

Aula 210

Aula 211

Aula 212

Aula 214

Otros Parametros Valor

DNS

Domain

192.168.1.2-99
192.168.2.2-199
192.168.100.2-199
192.168.107.2-199
192.168.108.2-199
192.168.110.2-199
192.168.206.2-199
192.168.207.2-199
192.168.208.2-199
192.168.209.2-199
192.168.210.2-199
192.168.211.2-199
192.168.212.2-199
192.168.214.2-199

192.168.1.254

192.168.2.254

192.168.100.254
192.168.107.254
192.168.108.254
192.168.110.254
192.168.206.254
192.168.207.254
192.168.208.254
192.168.209.254
192.168.210.254
192.168.211.254
192.168.212.254
192.168.214.254

192.168.5.2 (Adguard Docker)

80.58.61.250 (Telefdnica)

80.58.61.254 (Telefénica)

18700098.18.andared.ced.junta-andalucia.es

vlanProfes
vlanDepar
ether2
vlanAlumnos107
vlanAlumnos108
vlanAlumnos110
vlanAlumnos206
vlanAlumnos207
vlanAlumnos208
vlanAlumnos209
vlanAlumnos210
vlanAlumnos211
vlanAlumnos212
vlanAlumnos214




CONFIGURACION POOLS IP

A Guick Set
. CAPsMAN Bridge Fots | Fiters NAT Hosts
# Irterfaces h =l | T
1 Wireless Interface Bridge Priority (h... |Path Cost  |Horizon |Role Root Pat...
25 Bridge ftetherd-profes redProfes a0 10 designated port
o ftvlanProfes108  redProfes g0 10 designated port
& PFP fhvlanProfes?206  redProfes 80 10 designated port
2 2 Mesh AtuslanProfea T redProfes 80 10 designated port
ARF dProfes a0 10 designated port
: ) dProfes 80 10 designated port
MPLS [+ e dFrofes 80 10 designated port
* Rout I Addresses dProfes 80 10 designated port
#% Holting Cloud dFrofes B0 10 designated port
System ¥ Hmims o 5
& Quoues DHCP Cliert M 1P Pool = &3
— Files DHCP Relay jm Pools | Used Addresses
m
Log DHCF Server A | = T
il
. Radius DNS 1: Name Addresses MNext Pool hal
Frewsll il o Poal-IP-Depar 152 168.2.2-192 168 2,199 none
%, Tools P o Pool- Ps-Profes-Aulas 152.168.1.10-192.168.1.95 none
@ New Temingl ST = Pool-VPN+ed 152.168.2.210-192.168.2.230 none
= |Psec = poal-|Ps-Alumnos-108 152 168.108.2-152.168.108.155 none
Lch Neighb P poal-Ps-Alumnos-206 192,168 206.2-192.168.206.1599 nane
#Z Partition =LLILE = pool- Ps-Alumnos-207 192.168.207.2-192.168.207.199 none
) Packing P pool-Ps-Alumnos-208 1592.168.208.2-192.168.208.199 none
= Make Supout rif S I o pool- Ps-Alumnos-209 152,168 209.2-192.168 209.199 none
& Manual o0 = poal- Ps-Alumnas-210 152.168.210.2-152.168.210.155 none
E Exit Routes o poal- Ps-Alumnos-211 152.168.211.2-152.168.211.155 nane
SME Fpool-Ps-Aumnes-212 192168212 2-192.168.212.159 naone
SHMP
Services
Settings
L 11 items
TETE




CONFIGURACION POOLS IP

DETALLE DE CONFIGURACION

/ip pool

add name=Pool-IP-Depar ranges=192.168.2.2-192.168.2.199

add name=Pool-IPs-Profes-Aulas ranges=192.168.1.10-192.168.1.99

add name=pool-IPs-Alumnos-108 ranges=192.168.108.2-192.168.108.199
add name=pool-IPs-Alumnos-206 ranges=192.168.206.2-192.168.206.199
add name=pool-IPs-Alumnos-209 ranges=192.168.209.2-192.168.209.199
add name=pool-IPs-Alumnos-210 ranges=192.168.210.2-192.168.210.199
add name=pool-IPs-Alumnos-211 ranges=192.168.211.2-192.168.211.199
add name=pool-IPs-Alumnos-212 ranges=192.168.212.2-192.168.212.199
add name=pool-IPs-Alumnos-207 ranges=192.168.207.2-192.168.207.199
add name=pool-IPs-Alumnos-208 ranges=192.168.208.2-192.168.208.199




CONFIGURACION SERVICIO DHCP
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CONFIGURACION SERVICIO DHCP

DETALLE DE CONFIGURACION

/lip dhcp-server

add address-pool=Pool-IP-Depar disabled=no interface=ether2-depar lease-time=\
6h name=depar-dhcp

add address-pool=Pool-IPs-Profes-Aulas disabled=no interface=redProfes \
lease-time=6h name=profes-dhcp

add address-pool=pool-IPs-Alumnos-108 disabled=no interface=vlanAlumnos108 \
lease-time=6h name=108-dhcp

add address-pool=pool-IPs-Alumnos-209 disabled=no interface=vlanAlumnos209 \
lease-time=6h name=209-dhcp

add address-pool=pool-IPs-Alumnos-210 disabled=no interface=vlanAlumnos210 \
lease-time=6h name=210-dhcp

add address-pool=pool-IPs-Alumnos-211 disabled=no interface=vlanAlumnos211 \
lease-time=6h name=211-dhcp

add address-pool=pool-IPs-Alumnos-212 disabled=no interface=vlanAlumnos212 \
lease-time=6h name=212-dhcp

add address-pool=pool-IPs-Alumnos-206 disabled=no interface=vlanAlumnos206 \
lease-time=6h name=206-dhcp

add address-pool=pool-IPs-Alumnos-207 disabled=no interface=vlanAlumnos207 \
lease-time=6h name=207-dhcp

add address-pool=pool-IPs-Alumnos-208 disabled=no interface=vlanAlumnos208 \
lease-time=6h name=208-dhcp




CONFIGURACION REDES DHCP
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CONFIGURACION REDES DHCP

DETALLE DE CONFIGURACION

/ip dhcp-server network

add address=192.168.1.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.1.254,80.58.61.254,8.8.8.8 domain=\
leszaidinvergeles.org gateway=192.168.1.254 netmask=\
24 next-server=192.168.1.100

add address=192.168.2.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.2.254,80.58.61.254 domain=\
leszaidinvergeles.org gateway=192.168.2.254 netmask=\
24 next-server=192.168.1.100

add address=192.168.3.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.1.254,80.58.61.254 domain=\
leszaidinvergeles.org gateway=192.168.0.1 netmask=22 \
next-server=192.168.1.100

add address=192.168.108.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.108.254,80.58.61.254 domain=\
leszaidinvergeles.org gateway=192.168.108.254 \
netmask=24 next-server=192.168.1.100

add address=192.168.206.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.206.254,80.58.61.254 domain=\
leszaidinvergeles.org gateway=192.168.206.254 \
netmask=24 next-server=192.168.1.100




CONFIGURACION REDES DHCP

/ip dhcp-server network

add address=192.168.207.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.207.254,80.58.61.250 domain=\
ieszaidinvergeles.org gateway=192.168.207.254 \
netmask=24 next-server=192.168.1.100

add address=192.168.208.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.208.254,80.58.61.254 domain=\
ieszaidinvergeles.org gateway=192.168.208.254 \
netmask=24 next-server=192.168.1.100

add address=192.168.209.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.209.254,80.58.61.254 domain=\
ieszaidinvergeles.org gateway=192.168.209.254 \
netmask=24 next-server=192.168.1.100

add address=192.168.210.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.210.254,80.58.61.254 domain=\
ieszaidinvergeles.org gateway=192.168.210.254 \
netmask=24 next-server=192.168.1.100

add address=192.168.211.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.211.254,80.58.61.254 domain=\
ieszaidinvergeles.org gateway=192.168.211.254 \
netmask=24 next-server=192.168.1.100

add address=192.168.212.0/24 boot-file-name=pxelinux.0 dns-server=\
192.168.212.254,80.58.61.254 domain=\
ieszaidinvergeles.org gateway=192.168.212.254 \
netmask=24 next-server=192.168.1.100




CONFIGURACION DNS-CACHE

Ag Quick Set
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CONFIGURACION DNS-CACHE

DETALLE DE CONFIGURACION

/ip dns

set allow-remote-requests=yes cache-size=16382KiB query-server-timeout=1s \
guery-total-timeout=5s servers=\
192.168.1.254,80.58.61.250,80.58.61.254,8.8.8.8,8.8.4.4

/ip dns static

add address=192.168.1.100 name="informatica.ieszaidinvergeles.org.18700098.18.\
andared.ced.junta-andalucia.es"

add address=192.168.1.100 name=\
diskstation.18700098.18.andared.ced.junta-andalucia.es

add address=192.168.0.2 name=c0.18700098.18.andared.ced.junta-andalucia.es

add address=192.168.1.1 name=\
webserver.18700098.18.andared.ced.junta-andalucia.es

/ip firewall nat
add action=redirect chain=dstnat comment=“Redirigira DNS Cache" dst-port=53 protocol=\
udp to-ports=53




CONFIGURACION DEL
FIREWALL
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CONFIGURACION DEL FIREWALL
REGLAS FILTER

Aw Guick Set Firewall
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CONFIGURACION DEL FIREWALL
REGLAS FILTER

DETALLE DE CONFIGURACION

lip firewall filter

add action=reject chain=input comment="Cortar puertos Exterior" dst-port=1-1023,8291 \
in-interface=pppoe-movistar protocol=tcp reject-with=icmp-port-unreachable

add action=drop chain=forward comment="TCP flags and Port O attacks" \
protocol=tcp tcp-flags=fin,lack

add action=drop chain=forward protocol=tcp tcp-flags=fin,urg

add action=drop chain=forward protocol=udp src-port=0

add action=drop chain=forward dst-port=0 protocol=udp

add chain=forward comment="Permitir destino redTIC" dst-address=\
192.168.0.0/24

add chain=forward comment="Permitir acceso al Servidor Web" dst-address=\
192.168.1.1 src-address=192.168.0.0/16

add chain=forward comment="Permitir conexion NAS" dst-address=192.168.1.100 \
src-address=192.168.0.0/16

add chain=forward comment="Permitir conexion ITX" dst-address=192.168.1.200 \
src-address=192.168.2.0/24

add chain=forward comment="Permitir conexion desde Departamento a TODOS" \
dst-address=192.168.0.0/16 src-address=192.168.2.0/24

add action=drop chain=forward comment="Aislar Red Departamento" \
connection-state=new dst-address=192.168.2.0/24 src-address=\
192.168.1.0/24 src-address-list=1192.168.1.100

add action=drop chain=forward comment="Aislar Redes Aulas Alumnos" \
connection-state=new dst-address=192.168.0.0/16 src-address=192.168.108.0/24




CONFIGURACION DEL FIREWALL
REGLAS FILTER

DETALLE DE CONFIGURACION

lip firewall filter

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.206.0/24

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.207.0/24

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.208.0/24

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.209.0/24

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.210.0/24

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.211.0/24

add action=drop chain=forward connection-state=new dst-address=192.168.0.0/16 \
src-address=192.168.212.0/24

add action=drop chain=forward comment=108 src-address=192.168.108.0/24

add action=drop chain=forward comment=206 src-address=192.168.206.0/24

add action=drop chain=forward comment=207 src-address=192.168.207.0/24

add action=drop chain=forward comment=208 disabled=yes src-address=\
192.168.208.0/24

add action=drop chain=forward comment=209 src-address=192.168.209.0/24

add action=drop chain=forward comment=210 disabled=yes src-address=192.168.210.0/24

add action=drop chain=forward comment=211 disabled=yes src-address=192.168.211.0/24

add action=drop chain=forward comment=212 src-address=192.168.212.0/24




CONFIGURACION DEL FIREWALL

REGLAS NAT
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CONFIGURACION DEL FIREWALL
REGLAS NAT

DETALLE DE CONFIGURACION

/ip firewall nat

add action=masquerade chain=srcnat comment="Masquerade WAN" out-interface=\
pppoe-movistar

add action=masquerade chain=srcnat comment="Masquerade ANDARED" \
out-interface=ether3-andared

add action=masquerade chain=srcnat comment="Masquerade FIREWALL" dst-address=\
192.168.1.200 out-interface=redProfes

add action=dst-nat chain=dstnat comment="Redireccion al servidor VPN" \
dst-address=80.28.211.131 dst-port=1723 protocol=tcp to-addresses=\
192.168.2.254

add action=masquerade chain=srcnat comment="Masquerade WebServer" \
dst-address=192.168.1.1 dst-address-list=192.168.1.1 out-interface=\
redProfes

add action=masquerade chain=srcnat comment="Masquerade NAS" dst-address=\
192.168.1.100 out-interface=redProfes

add action=dst-nat chain=dstnat dst-address=80.28.211.131 dst-port=5000 \
protocol=tcp to-addresses=192.168.1.100 to-ports=5000

add action=dst-nat chain=dstnat dst-address=80.28.211.131 dst-port=5001 \
protocol=tcp to-addresses=192.168.1.100 to-ports=5001

add action=redirect chain=dstnat comment="DNS Cache" dst-port=53 protocol=\
udp to-ports=53




CONFIGURACION DEL FIREWALL
REGLAS MANGLE
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. 14 # mark connection postrouting 152.168.2.0/24 pppoe-mavistar
& New Teminal Hotspot 15 # mark pachet prerouting pppoe-mavistar
B \cD IPsec 16 # mark pachet postrouting pppoe-movistar
. 17 # mark connection postrouting 152.168.108.0-24 pppoe-mavistar
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mark pachet prerouting pppoe-mavistar
= Make Supout rf Packing 15 # mark pachet postrouting pppoe-mavistar
Q Manual Pol 20 # mark connection postrouting 152.168.206.0/24 pppoe-mavistar
21 # mark pachet prerouting pppoe-mavistar
i Exit Routes 22 # mark pachet postrouting pppoe-movistar
SME 23 # mark connection postrouting 152.168.207 0/24 pppoe-mavistar
24 # mark pachet prerouting pppoe-mavistar
SMMP 25 # mark pachet postrouting pppoe-mavistar
Services 26 # mark connection postrouting 152.168.208.0-24 pppoe-mavistar
27 # mark pachet prerouting pppoe-mavistar
Settings 28 # mark pachet postrouting pppoe-movistar
Socks 25 # mark connection postrouting 152.168.209.0/24 pppoe-mavistar
30 # mark packet prerouting pppoe-mavistar
TFTP 4 # mark packet postrouting pppoe-movistar
Jraffic Bow 32 & mark connection postrouting 152.168.210.0/24 pppoe-mavistar
33 # mark packet prerouting pppoe-mavistar
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Web Proxy 5 & mark connection postrouting 152.168.211.0/24 pppoe-mavistar
36 # mark packet prerouting pppoe-mavistar
37 # mark packet postrouting pppoe-mavistar
38 & mark connection postrouting 152.168.212.0/24 pppoe-mavistar
35 # mark packet prerouting pppoe-mavistar




CONFIGURACION DEL FIREWALL
REGLAS MANGLE

Ejemplo de Marcados de Conexiones y Paquetes de Entrada/Salida

/ip firewall mangle

add action=mark-connection chain=postrouting comment=\
“Conexiones nuevas desde de la red de profes" connection-state=new \
new-connection-mark=redprofes out-interface=pppoe-movistar src-address=\
192.168.1.0/24

add action=mark-packet chain=prerouting connection-mark=redprofes \
in-interface=pppoe-movistar new-packet-mark=profes_in passthrough=no

add action=mark-packet chain=postrouting connection-mark=redprofes \
new-packet-mark=profes_out out-interface=pppoe-movistar passthrough=no
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